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Abstract. Modern production concepts generate a demand for reliable, energy-efficient, fast, and secure wireless communication solutions. Therefore, the current consumption should not increase substantially due to additional cryptographic operations. This paper shows a principle current measurement method that is exemplary of
a transceiver for the IO-Link Wireless protocol. Low-pass filtering and single-sided amplitude spectrum analysis
are used to evaluate the main information of the current measurement. An uncertainty estimation is realized using statistical measurement data and considering the measurement setup in order to approximate the combined
standard uncertainty. The results show that the current consumption only increases slightly when using additional
cryptographic operations. This can be measured with acceptable uncertainty.

1

Introduction

Reliable and secure radio-based communication systems are
an important component for the enhancement of modern production concepts like Industry 4.0 and wireless communication networks. Even though 5G is currently being marketed
as a universal solution, the high density of sensor and actuator nodes in industrial manufacturing environments in connection with the requirements with respect to latency times
and reliability still represents an enormous technical challenge (Doebbert et al., 2021c). Thus, different energy- and
cost-effective standards could arise in the various domains of
wireless automation.
An essential requirement, especially in an industrial production environment, is to guarantee fixed cycle times, even
for secured transmissions, where cryptographic operations
influence the power consumption and the timing of the data
transmission of wireless transmission protocols. Due to typical timing demands in the order of 1 ms and the low power
requirements of hardware modules, these investigations represent a demanding measurement task, as broadband measurements need to be realized with a high amplitude resolution. In this paper, the current consumption of the data trans-

fer in plaintext and in ciphertext using a PHYTEC module
based on a CC2650 system-on-chip (SoC) radio transceiver
chip (PHYTEC, 2018) is investigated. The IO-Link Wireless
protocol is used, as it directly addresses the special requirements in the field of production automation in terms of latency, reliability, and the number of sensors (Heynicke et al.,
2018).
This paper is structured as follows: Sect. 2 provides a detailed description of IO-Link Wireless (IOLW); in Sect. 3, the
principle measurement method is presented; Sect. 4 depicts
the measurement setup, including the equipment utilized and
its characteristics as well as the low-pass filtering and the
single-sided amplitude spectrum method used to evaluate the
signal information (Sect. 4.1); in Sect. 5, an abbreviated uncertainty estimation is presented; and the paper ends with a
conclusion in Sect. 6.
2

IO-Link Wireless

IO-Link Wireless (IOLW) is a manufacturer-independent
standard that was initially introduced in 2018 and addresses
the particular requirements of wireless factory automation
(IO-Link Community, 2018, 2021). With some further de-
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velopments, IOLW is currently in the standardization process, as outlined in IEC Commitee Draft (65C/1140/CD)
61139-3 ED1 (2021). Comprehensive descriptions of IOLW
are available in publications such as Heynicke et al. (2018)
and Rentschler et al. (2018). For completeness, some key features are shown here as well.
IOLW is a compatible extension to the established wired
IO-Link protocol. It operates in the 2.4 GHz ISM (industrial,
scientific, and medical) band. This offers license-free and,
thus, very cost-effective operation; however, as a drawback,
wireless coexistence might be an issue (Cammin et al., 2016;
Krush et al., 2021). The physical layer is based on Bluetooth Low Energy (BLE) v4.2. Thus, Gaussian frequencyshift keying (GFSK) is used as the modulation scheme at
a 1 Mbit s−1 on-air bit rate. However, the timing and media access have been significantly modified. A combined frequency/time division multiple access (F/TDMA) scheme is
utilized as follows: up to eight W-Devices (i.e., sensors or
actuators) are organized via TDMA to a single (frequency)
track. A W-Master (i.e., a wireless base station) can have
one to five tracks, which operate using FDMA. Overall, a
star-shaped topology is utilized. IOLW specifies single-slot
(SSlot) and double-slot (DSlot) W-Devices. The former devices offer 2 (1) octets (octet) for payload and are intended
for simple sensors or actuators, like switches, whereas DSlot
W-Devices offer 15 (14) octets for payload and are thus capable of smart sensor applications (the values in parentheses include the obligatory protocol control octet). The media
access (MAC) scheme is shown in Fig. 1. DL denotes the
downlink from the W-Master towards the W-Devices, and
UL denotes the uplink in the opposite direction. In Fig. 1,
four (DSlot) W-Devices are indicated, and the given numbers
for the time slots correspond to the IOLW standard.
Up to 78 frequency channels with a channel spacing of
1 MHz are specified for cyclic-data communication. Frequency hopping is implemented to mitigate fading effects
and to increase the coexistence behavior. If a wireless packet
is lost on air, it will automatically be repeated for a configurable number of retries. The repetition is performed on
a different frequency, which is outside of the typical coherence bandwidth Bc of radio channels in factory environments, as indicated in publications such as Cammin et al.
(2018). Furthermore, the (sub)cycle duration is (well) below the typical coherence time Tc . By combining the two,
any possible repeats can be considered independent, ensuring very robust communication. The minimum possible wireless communication cycle time is 5 ms, which can also be
seen in Fig. 1. This latency is ensured with a residual error probability of less than 10−9 , according to publications
such as Rentschler et al. (2018). However, IOLW also offers potentials for additions, such as wireless safety and security (Doebbert et al., 2021b, a). Therefore, a principle current measurement method to prove the feasibility of using
cryptographic operations is needed and is presented in the
following.
J. Sens. Sens. Syst., 11, 149–159, 2022

Figure 1. Sketch of the physical layer and media access of IOLW

according to IO-Link Community (2018), Heynicke et al. (2018),
and Cammin et al. (2018). DL denotes the downlink from the WMaster towards the W-Devices, and UL denotes the uplink in the
opposite direction.

3

Principle measuring method

Figure 2 shows the principle approach of the measurement
for the application- and time-dependent current. Preliminaries for the principle measurement approach are, among other
things, the option to add an external shunt circuit to the power
probe to approximate the measurement range. Furthermore, a
constant-voltage source is needed as well as a precision ohmmeter (or multimeter) to measure the final external shunt with
its connectors.
In the first step of the preparations, power probes are
benchmarked depending on the measurement task; therefore,
market research is performed, and data sheets are evaluated.
The first measurement is then realized with the internal shunt
resistor of the selected power probe to find an indentation
of the measurement range using the transceiver in plaintext
mode of operation. In the next step, an external shunt resistor
circuit is selected to achieve a fitting measurement range for
the plaintext mode of operation, as an external exchangeable
shunt resistor achieves a better fitting measurement range using the full internal analog-to-digital converter (ADC) resolution of the measurement device. When enabling the WDevice to send alternating plaintext and encrypted messages,
the external shunt resistor circuit is adjusted. This alternating mode is used for the measurement of the applicationdependent current. In the following step, a variable low-pass
filter using fast Fourier transform (FFT) is employed to eliminate noise and observe the frequency ranges in which the
https://doi.org/10.5194/jsss-11-149-2022
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Figure 2. Principle measurement approach presenting the chronological sequence of the individual steps.

information of the current measurement signal is located. An
accuracy evaluation consisting of a statistical evaluation is
performed. If the result is considered to be accurate enough,
the measurement is finished by an overall uncertainty estimation; if not, the external shunt resistor circuit and/or the
variable low-pass filter is adjusted again. This paper mainly
focuses on the last steps: the low-pass filtering, the accuracy
evaluation, and the uncertainty estimation.
4

Measurements

Current measurements via a shunt resistor are very common (e.g., Ziegler et al., 2009; Sanoh et al., 2014). This approach is also utilized here, as described in the following.
A measurement setup with an external shunt is used (Doebbert et al., 2021b), as shown in Fig. 3, in order to achieve
a more appropriate (and accurate) measurement range compared with the setup with an internal shunt. A RT-ZVC
power probe (Rohde & Schwarz, 2018) is used to measure
the current consumption. As the device under test (DUT), a
PHYTEC module based on a CC2650 SoC radio transceiver
is used (PHYTEC, 2018). The external debugger connected
to the DUT is not depicted here. A constant-voltage source
(Rohde & Schwarz, 2022) provides a stable voltage supply
for the DUT.
4.1

Measurement assessment

For each measurement series, 445 datasets consisting of
50 000 respective samples (at 5 × 106 samples s−1 ) are
recorded within a period of 10 ms, which results in a total
of 2.225 × 109 samples. The period of 10 ms corresponds to
two IOLW cycles or six IOLW subcycles in total (i.e., six
DL and UL messages). The appropriate measurement range
of 13.81 mA was chosen by selecting a shunt resistor measured with a precision multimeter (Keysight, 2021) with a
value of 3.259. Note that the current measurement range
corresponds to the internal measurement range of 45 mV in
the RT-ZVC power probe. The accuracy of the current measurement can be approximated by selecting the appropriate
type of current (direct current, DC, or alternating current,
https://doi.org/10.5194/jsss-11-149-2022

Figure 3. Setup of measurement with external shunt, according to

Rohde & Schwarz (2018).
Table 1. DC and AC characteristics of the R&S RT-ZVCxx (Rohde

& Schwarz, 2018, p. 5).
Measurement range

DC and AC accuracy

All ranges except
4.5 and 10 A

± (0.2 % of reading +
0.02 % of range)

AC1:
10 Hz to 40 kHz

± (0.4 % of reading +
0.02 % of range)

AC2:
40 to 100 kHz
AC3:
100 to 270 kHz

± (2 % of reading +
0.02 % of range)
± (10.9 % of reading +
0.02 % of range)

AC) according to the data sheet of the power probe. Table 1
depicts the measurement range of the DC and AC signals
of the power probe. Theoretically, the 18 bit ADC resolves
105.3 nA steps over an input range of 13.81 mA. Practically,
the accuracy is usually not limited by the internal ADC resolution but rather by other effects, as described in the following.
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Low-pass filtering

Table 2. Mean current crypto difference compared with the value

of the unfiltered current measurement.

In this section, a comparison of different low-pass filtering is
performed in order to determine a suitable frequency-related
accuracy range of the measurement device. The current measurement without additional low-pass filtering, in the following referred to as “unfiltered current measurement”, is compared with low-pass-filtered signals with cutoff frequencies
of 100, 40, and 5 kHz. These cutoff frequencies correspond
to the characteristic measurement ranges referred to in Table 1 with the addition of a cutoff frequency of 5 kHz resulting from the iterated process described in Fig. 3.
Figure 4 shows one example measurement series of an
Advanced Encryption Standard (AES) Electronic Codebook
(ECB) encryption of 16 B using the on-chip hardware accelerator without any filtering. The current of the DUT is presented (Fig. 4, in black) over a time of 10 ms with six subcycles. The mean current value of the example measurement
is 8.62 mA. The lower current ripple is always the downlink
message, and the higher current ripple is the uplink to the
W-Master. The red mark in Fig. 4 shows when a crypto algorithm is performed, and the blue mark shows when the signal is transferred using plaintext. Using MATLAB, the same
time interval in the next uplink is evaluated and marked in
blue without the crypto algorithm. IDuT_Diff_Mean_ifft represents the mean current difference of the measurement signal
of the red (with cryptographic operation) and blue (without
cryptographic operation) current consumption. In the following, it is referred to as the “mean current crypto difference”.
The measurement is performed for cutoff frequencies of
100 kHz (Fig. 5), 40 kHz (Fig. 6), and 5 kHz (Fig. 7). Here,
a variable low-pass filter using FFT was employed to eliminate noise and to observe the frequency ranges in which the
information of the signal is located.
If the unfiltered current measurement is compared to the
signal with a cutoff frequency of 100 kHz, the mean current of the DUT is similar to the value of the unfiltered current measurement. Comparing the value of the mean current
crypto difference (100 kHz) to the value of the unfiltered current measurement results in a difference of about 1 µA.
When low-pass filtering using a cutoff frequency of
40 kHz is applied, the mean current of the DUT is still similar
to the mean current value of the unfiltered current measurement. The mean current crypto difference is about 301 µA,
which corresponds to a difference of about 2 µA compared
with the unfiltered current measurement.
When low-pass filtering at a cutoff frequency of 5 kHz
is performed, the mean current of the DUT still remains at
8.62 mA, but the value of the mean current crypto difference
is about 90 µA compared with the value of the unfiltered current measurement.
Table 2 shows the mean current crypto difference and
its difference compared with the unfiltered current measurement. The difference at a cutoff frequency of 5 kHz is
around 30 % compared with the unfiltered current measureJ. Sens. Sens. Syst., 11, 149–159, 2022

Low-pass
filtering
(cutoff frequency)

Mean current
crypto difference
[µA]

Difference compared
with unfiltered current
measurement [µA]

Unfiltered
measurement current

303

–

5 kHz

213

90

40 kHz

301

2

100 kHz

302

1

ment. This deviation is orders of magnitude above the accuracy specified for the AC1 range in Table 1. In addition,
it is already optically recognizable that the current signal in
Fig. 7 clearly deviates from the unfiltered current measurement with a substantial amount of information loss. Further
research on the single-sided amplitude spectrum and a statistical evaluation shall define the suitable frequency-related
accuracy range.
4.1.2

Single-sided amplitude spectrum

The single-sided amplitude spectrum obtained using FFT is
evaluated in the following. In Fig. 8, the full spectrum of the
measured current without low-pass filtering is displayed. Figure 9 depicts the single-sided amplitude spectrum with a cutoff frequency of 100 kHz, which shows similar information
to the original spectrum. Figure 10 represents the spectrum
with a cutoff frequency of 40 kHz, showing most of the information content. The main information seems to be presented
in the area up to about 30 kHz; therefore, Fig. 11 shows that
the main information is cutoff, which might be necessary to
represent the signal.
4.1.3

Comparison of signals with different cutoff
frequencies

Generally, the frequency components above 40 kHz can be
neglected in this case, as the main information is in the area
up to about 30 kHz. The accuracy in terms of the current
can be calculated, for example, with AC1, with a range of
13.81 mA, a reading of 8.63 mA, and measurement accuracy
of the power probe as given in Table 1.
For example, if using the AC1 range (10 Hz to 40 kHz) for
a measurement of 8.63 mA, an accuracy of ±37.3 µA can be
achieved according to the data sheet, as shown in Eq. (1):


0.4 %
0.02 %
· Ireading +
· Irange
Iacc/ZVC = 8.63 mA ±
100 %
100 %


0.4 %
0.02 %
= 8.63 mA ±
· 8.63 mA +
· 13.81 mA
100 %
100 %
= 8.63 mA ± 0.0373 mA.
(1)
https://doi.org/10.5194/jsss-11-149-2022
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Figure 4. Current measurement without additional low-pass filtering.

Figure 5. Signal of the current measurements with low-pass filtering (cutoff 100 kHz).

Table 3. Applied DC and AC characteristics of the R&S RT-ZVCxx
from the measurements.

Measurement range
DC
AC1: 10 Hz to 40 kHz
AC2: 40 to 100 kHz
AC3: 100 to 270 kHz

Mean current
[mA]
8.63
8.63
8.63
8.63

Current mean
for the DUT

Current difference
of crypto compared
with plaintext

Mean value

8.63 mA

316.2 µA

Experimental
standard
deviation

15.2 µA

25.0 µA

Accuracy
[mA]
±0.02
±0.037
±0.175
±0.943

Table 3 shows the DC and AC characteristics of the power
probe applied to the measurement. As it is assumed that the
main information is in the AC1 range, the corresponding accuracy will be considered in Sect. 5.2.2.

https://doi.org/10.5194/jsss-11-149-2022

Table 4. Statistical measurement results.

4.2

Intermediate results

The mean values and experimental standard deviations were
calculated for the mean current of the DUT and the current
difference of the crypto compared with the plaintext mode,
respectively. Table 4 shows the intermediate measurement results.
J. Sens. Sens. Syst., 11, 149–159, 2022

154

T. R. Doebbert et al.: Precision measurement of a wireless transceiver chip

Figure 6. Signal of the current measurements with low-pass filtering (cutoff 40 kHz).

Figure 7. Signal of the current measurements with low-pass filtering (cutoff 5 kHz).

The experimental standard deviations of the mean currents are factor of 2.5 smaller than the accuracy according to
the data sheet of the measurement equipment and, therefore,
about 2 orders of magnitude larger than the theoretical step
size of the ADC. The mean value of the current difference has
a value of 316 µA, resulting in a minor influence on the potential battery lifetime. The experimental standard deviation
of the current difference of crypto compared with plaintext is
25 µA, which is significantly smaller than the mean current
difference of crypto compared with plaintext and also smaller
than the calculated accuracy of the AC1 measurement range
of the power probe.

5

Uncertainty estimation

Based on the Guide to the Expression of Uncertainty in Measurement (GUM) (JCGM 100:2008, 2008), an abbreviated
J. Sens. Sens. Syst., 11, 149–159, 2022

uncertainty estimation is presented in this section. An integrated measurement instrument is used, which is specified
with respect to the measurement uncertainty (see Table 1).
Therefore, the focus is on the parameters that have an additional influence on the measurement results. In publications
such as Wolf et al. (2002), Laopoulos et al. (2003), Macii and
Petri (2007), Jevtic and Carreras (2011), and Nakutis (2013),
the current consumption of different chips under various operational conditions or configurations is presented. This work
will adopt some of the uncertainty estimation approaches
presented in Nakutis (2013) and Macii and Petri (2007).
For the modeling of the current measurement, it can be
assumed that the uncertainty of the measurand depends (at
least) on the shunt resistor, the frequencies of the signal,
the sampling, the temperatures of the individual components
and their environment, and the supply voltage and the device characteristics of the power supply unit as well as of the

https://doi.org/10.5194/jsss-11-149-2022
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Figure 8. Single-sided amplitude spectrum of the current measure-

Figure 10. Single-sided amplitude spectrum of the current mea-

ment signal without additional low-pass filtering.

surement signal with low-pass filtering (cutoff 40 kHz).

Figure 9. Single-sided amplitude spectrum of the current measure-

Figure 11. Single-sided amplitude spectrum of the current mea-

ment signal with low-pass filtering (cutoff 100 kHz).

surement signal with low-pass filtering (cutoff 5 kHz).

measuring device. However, the focus lies on the influencing
factors for which the expected impact is greatest, as outlined
in Sect. 5.1.

ered for the RT-ZVC power probe; therefore, this is a critical factor. In the frequency ranges considered here, however, other frequency-dependent effects are comparatively
negligible. First, the overall circuit is small compared with
the relevant wavelength. Second, in a typical SMD (surfacemounted device) shunt resistor, the skin effect often becomes
secondary, according to Ziegler et al. (2009). Furthermore,
for frequencies far below 1 MHz, the SMD shunt resistor can
even be assumed to be purely resistive, with almost constant
characteristics over frequency.

5.1

Uncertainty sources

The abovementioned components are discussed here in detail. In particular, Table 1 lists the accuracy according to the
data sheet, which is at least 0.2 % of the reading value. This
best-case value is taken as a reference in order to consider if
single uncertainty components might be negligible.

5.1.2
5.1.1

Frequency dependence

As indicated in Sect. 4.1.1, the frequency of the signal or
its components determines the measurement range considhttps://doi.org/10.5194/jsss-11-149-2022

Supply voltage dependence

A precision power supply was used in this work, and its
characteristics are given in the data sheet from Rohde &
Schwarz (2022) as voltage ripple and noise < 500 µV(RMS),
J. Sens. Sens. Syst., 11, 149–159, 2022
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where RMS denotes the root-mean-square. Furthermore, the
PHYTEC CC2650 module has a typical operating voltage
of 1.8–3.8 V, as the module has internal power regulation
(PHYTEC, 2018). The nominal operating voltage is 3.3 V;
thus, the relative voltage ripple and noise from the power
supply are about 1.5×10−4 and are small in comparison with
the tightest accuracy of the power probe.
5.1.3

Shunt resistor

As indicated in Fig. 3, the current measurement is essentially
based on a voltage measurement across the shunt resistor
Rshunt . Thus, the measurement device outputs a value for the
current to be measured that is calculated from the internally
measured voltage and the entered value of the external shunt
resistor.
5.1.4

Measurement instrument

The main uncertainty contribution is estimated to be related
to the RT-ZVC power probe (see Table 1). The values given
in Table 1 are treated as type B uncertainties according to
GUM. Basically, the shunt resistance, the measuring device,
and the current consumption of the chip itself influence the
measurement result. However, temperature effects will not be
considered here in detail for the following reasons:
– The DUT and the measurement device were switched
on for a while before the measurements; therefore, a stationary state is assumed for their temperature.
– The ambient temperature was kept constant during the
measurements.
– The temperature coefficient of the shunt resistor is α =
±2 ppm ◦ C−1 , according to Stackpole Electronics, Inc.
(2021). Even an unrealistically large assumed temperature difference of 20 K would consequently only cause a
relative change of 40 ppm, which can be neglected with
respect to the other uncertainty sources.
– The temperature coefficient of the power probe is stated
as 0.15 × specified accuracy per degree Celsius outside the nominal specified temperature range, according to Rohde & Schwarz (2018). As the nominal specified temperature range covers an ambient temperature
interval of 6 ◦ C, it was ensured that this was not exited during the measurements. As a result, no additional
temperature-related effect has to be considered here.
Furthermore, due to the applied measurement principle
based on the difference between measurements with and
without crypto algorithms, effects caused by changing temperature are neglected for the following reason: the mass as
well as the heat capacity of the transceiver chip utilized is
such that its temperature can be assumed to be unchanged
during the period of time considered for evaluation.
J. Sens. Sens. Syst., 11, 149–159, 2022

5.2

Combined uncertainty assessment

Generally, the combined uncertainty uc can be derived according to GUM as follows:
q
(2)
uc = u2A + u2B ,
where uA denotes the type A uncertainty obtained using statistical methods, and uB denotes the type B uncertainty, obtained from sources such as data sheets.
5.2.1

Type A uncertainty analysis

To determine the current IDUT_Mean , the mean value of
10 measurements was calculated, each consisting of 445
datasets with each 50 000 respective samples, according to
Sect. 3. Furthermore, the experimental standard deviation
was calculated according to JCGM 100:2008 (2008) and is
presented in Table 4. It was assumed that the values obtained from the 10 measurements (each with 445 datasets)
are uncorrelated, as they represent resultant quantities of different evaluations that have been made independently. This
assumption is motivated by the fact that both the temporal
behavior of the DUT and the power probe are sufficiently
fast, resulting in no (temporal) correlation among the samples. Furthermore, the common setup is accounted for by
an independent standard uncertainty, which is considered
in the following section. This approach is based on JCGM
100:2008 (2008) (Sect. 5.2.4). Using the same approach, the
mean value as well as the experimental standard deviation of
the current difference between the crypto and plaintext mode
were determined. The results are listed in Table 4.
5.2.2

Type B uncertainty analysis

As reasoned in Sect. 4.1.3, the AC 1 measurement range according to Table 1 is considered here. According to Example 2 in Sect. 4.3.7 in JCGM 100:2008 (2008), a uniform
distribution is assumed for this data sheet statement, resulting
in a half-width aZVC of the assumed symmetric uniform distribution with aZVC ≈ 37.3 µA, as calculated in Eq. (1) and
stated in Table 3. Using Eq. (7) in JCGM 100:2008 (2008),
i.e., u2 (xi ) = a 2 /3, this results in
 q 2
/3 ≈ 21.5 µA.
(3)
uZVC IDUT_Mean = aZVC
As a second aspect, the uncertainty of the shunt resistor is
also considered as type B uncertainty here, as it is not purely
based on statistical evaluation but also on the data sheet of
the multimeter utilized. A symmetric uniform distribution
is assumed. Thus, using the given values in its data sheet
(Keysight, 2021) results in a half-width of aR ≈ 2 × 10−3 .
Employing Eq. (7) from JCGM 100:2008 (2008), this yields
q
uR (Rshunt ) = aR2 /3 ≈ 1.2 × 10−3 .
(4)
https://doi.org/10.5194/jsss-11-149-2022
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Table 5. Measurement results including uncertainties.

Mean value
Combined
standard
uncertainty
uc (Y )
Relative
(combined)
standard
uncertainty
uc (Y )/|Y |

Current mean
DUT

Current difference
of crypto compared
with plaintext

8.63 mA

316 µA

27 µA

33 µA

3 × 10−3

1 × 10−1

As an approximation, a linear influence of the relative uncertainty of Rshunt is assumed for the current
IDUT_Mean . Thus, uR (Rshunt ) /Rshunt ≈ 3.5 × 10−4 will be
considered as another type B uncertainty for the current as
shunt )
uR IDUT_Mean ≈ uRR(Rshunt
× IDUT_Mean , resulting in

uR IDUT_Mean ≈ 0.0031 mA ≈ 3.1 µA.
(5)
For the (overall) type B uncertainty, u2B = u2ZVC + u2R is
considered in the following.
5.3

Resulting uncertainties

The combined uncertainty of the mean current IDUT_Mean is
obtained from Eq. (2) using the experimental standard deviation and the uncertainties associated with the ZVC probe as
well as the shunt resistor. This results in uc IDUT_Mean ≈
27 µA.
For the current IDUT_Diff_Mean , the uncertainty is estimated
using the same approach as for the uncertainty of IDUT_Mean ,
with another empirical standard uncertainty as the type A
component. The individual samples of the current differences
were also considered to be uncorrelated, as they represent
resultant quantities of different evaluations that have been
made independently. The type B uncertainty components are
assumed to apply both the minuend (i.e., the current in crypto
mode) and the subtrahend (i.e., the current in plaintext mode)
equally prior to subtraction. Thus, the combined uncertainty

uc of IDUT_Diff_Mean results in uc IDUT_Diff_Mean ≈ 33 µA.
The results of the uncertainty estimation are presented in Table 5.
In addition to the mean values of the currents, Table 5 also
contains the relative combined measurement uncertainties related to the mean value. The mean current IDUT_Mean was determined with a relative uncertainty of about 3×10−3 , which
is a precise measurement considering the bandwidth of the
pulsed current. The current IDUT_Diff_Mean is comparatively
lower and could be determined with a relative uncertainty of
https://doi.org/10.5194/jsss-11-149-2022
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about 1 × 10−1 , which is still sufficient to determine a reliable statement about the additional power consumption for,
e.g., a specific crypto algorithm.
6

Conclusions

The measurement of application-dependent currents of components such as a wireless transceiver chip is challenging due
to the small currents and bandwidth. In this paper, a method
has been shown to measure the current accurately: an external shunt resistor was selected to exploit the measuring range
of the power probe and to achieve a high accuracy.
This approach was used to measure the current consumption of an IO-Link Wireless transceiver during normal operation (plaintext mode) and encrypted operation (ciphertext
mode). Furthermore, the current difference between normal
operation and encrypted operation was determined within
one experimental measurement. The relevant signal frequencies were determined using variable FFT-based low-pass
filtering. These findings were incorporated into the analysis of the combined measurement uncertainty. Finally, the
application-dependent current consumption could be precisely measured with a feasible uncertainty.
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